Abstract. The popularity of the Web has created a great marketplace for businesses to sell and showcase their products increasing the need for secure Web services such as SSL, TLS or SET. We propose a pseudorandom bit generator that can be used to create a stream cipher directly applicable to these secure systems; it is based on the powers of a block upper triangular matrix achieving great statistical results and efficiency.
Introduction
A pseudorandom generator [4] is a deterministic algorithm that takes a random sequence of bits of length k, called seed, and generates a sequence of bits of length l, the pseudorandom sequence, being l very large compared to k. The output sequence is not really random, it is simply generated in such a way that it cannot be distinguished from a real random sequence. The size of the seed must be such that 2 k is big enough to prevent successful exhaustive key space search attacks. Also, the period of the sequence must be larger than l; otherwise, the sequence would repeat, not appearing as random anymore. Our proposal is a new pseudorandom bit generator that can be used as a stream cipher directly (a Vernam cipher), which could then be the private key cryptosystem of any Web security system such as SSL, TLS or SET; or be the base to create more sophisticated cryptographic algorithms.
Description of the pseudorandom bit generator
Our generator is based on the powers of block upper triangular matrices defined over Z Z p , with p prime. Consider matrix M defined as
where A is an r × r matrix, B is an s × s matrix, X is an r × s matrix and O denotes the s × r zero matrix. The following result is the base of the pseudorandom generator. Theorem 1. Let M be the matrix given in equation (1). Taking h as a nonnegative integer and if 0 ≤ t ≤ h then
To obtain the pseudorandom bit sequence, we build A and B using primitive polynomials (see [5] ) and choose randomly X, the seed of the sequence. From theorem 1 we have a succession of matrices X (h) , for h = 2, 3, . . ., adding all elements of each matrix we compute a new element x (h) , for h = 2, 3, . . ., in Z Z p , from which we take the least significant bit to conform the output sequence. The period of the sequence is determined by the least common multiple of the periods of A and B (see [5] ).
Results
The algorithm has been checked with five different statistics: monobit, serial, poker, runs, and autocorrelation (see [4] ); and with the computation of the linear complexity [1, 3] . In table 1 we can see that the results are particularly good.
